Welcome to this first tutorial of theNew Year
Thisarticleis all aboutpasswordghis is a subject that as a trainer | have haanyntime before

Peopleare human and they haveouble rememberingnultiple passwordsespeciallywhen they
can have so mangome of the common answers that | have helten | ask why they only use one
or two passwords for all their accounts?

1 Theyhavetrouble to cortinually creatinghew and complex password@fter all what
you define has long and complex 6, 7¢l&racterdetters or numbersetc)

1 Theycannotremembersome manypasswordsAfter allthere is more to do than to

rememberpasswords

It is justtoo much hasslé

Theyhave had to keepesettingtheir accounts as they havergotten the password!

They get the wrong passwords with the wrong accounts

1 They are worried about lockirtgeir accountup andlockingthemselvesut
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Sothey think usinghe same username arhassword is quicker and easi@nd For the most part it
is, but as havesaid many times before, it is also easiersomeoneto steal and usafter all most
peoplehave afacebook, or twitter account many people shop online so havee®ayor Amazon
account that is linked tdheir bank account, notorgetting that all important emailaccount control
the email and they can login as you, read your email any time they like

So in this article | will showadupleof freely availabletools that can both create and store all this
importantinformationand you only ever need to remember ogsmglepassword and the free

The passwordombined with a username &way of proving to an application, website, a login
screen, or a computer that you are who you clatmbe. Whenloggingin too an application such as
your eBayaccount you require two separate elements ongasir username and one is your
passwordBy combining these two elements together you our confirming that you are the correct
individual to belogginginto youraccount

Whatis a passwor@

The password a combination of upper casetters, lower case letters, numbers, andespal
chaacters $@£*! that authenticatethat you are the account holder, and that you verify that
through the use of a username and password.

A passworahould be a combination of thres the four charactersbut for a password tda a good
password it must bé&oth complex and longlhecombinationof both length and complexity, that is
not a word found in aictionary; is not related to family tiesis not aLJS (nad@,and that it is not a
duplicate of an existing password should be both hard to guess and hard to crack.

Whatdo | mearhard to guess and hard to crack?

Let@ say thal havea passwordvith Nottinghamin!!! Thenl have used a password thatlates to
where | live just because you have discovered the password of Nottingham does not mean that it
would be easy to crack, simply because | could change the variation



9 Forexample | could use both upper and lower chetters.
1 Icouldhaveinserted special characters
9 It could combine that w&e place of significance such as Sherwood Forest Nottingham,

Youknowsome ofthe passworchad Nottingham in itbut, is the password just Nottingham or is it
Nottinghamshireis it GedlingNottingham,GedlingNottinghamshire?

The Point | am trying to make is but just base you know th@assword hadNottingham withinit
R2 S &y Q (meknQhatdrhid i aB tapassword isit just means thathe password was easier for
me to remember if A passwords to be strong nust be a both complex and long. Tleaegth ofa
password igustas important if not more so th&éhanthe complexity.

Many people uselte same password fotllaf their online accounts example online bankinigr
logging on to the compet! FacebookTwitter! And, they may even make memorablereminderso
that it helpthem if they use two ©o maybe threepasswordvariants

[ S takedhe example othe Nottinghampassword again

[ S &a@ Bdo all my online banking at work,
1 [ S §a@ that a co worker wants to knawy salary

That will be on my aline banking account, arfd S $apthatl made a noter ((passvord remindeg)
that my online bankingasswords ¢the cityé, as my password remindendf S sa@that is on my
desk in the office.

NOW, ifmy noseyco worker foundhat, they may typeNottingham, if that failed, they may type
NOttlngham they may tryNottlngh4m do you get thepicture. Password reminders can also help
someone else discover ygasswords

In this article we willook at severalwvaysto help youcreatemultiple logincredentials that are both
complex and uniguéhat you can save in @sure a mannerand that you will only ever to need to
remember one password and technology will do the rest for.you

The firsttool that we willlook atin this article is a password generatgk.password generator is
exactlywhat it will do, you give it a number, change a tick box heriere, click the gaerate
button and youhavea unique and complex password.

The password generatocalledPWGen 2.05can be accessed i@ OURCEFORGE.eNET
websiteor you can simplyooglefor password geerators. In the following screen print | have
created a screen print of a tool that | have for several years thatl have found easy to use, and
easy to access online
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File Tools Options Help

PWGen 2.05 5 20 4

—Setting
Include Characters [Pass*words™)]
Lot E3 B2 characters / 5.9 bitz per character
Character Set: <AIxCaE»<09> -

[]Include Words [Pazs=phrazes]
. 5 -
SLbe: : 5192 wards / 13.0 bits per word

“word List File: |<default> . |

[ | Combine Wwords with Characters | Browse... | | Load |

Mumber of Passwords: 100 % Generate

—Generated Password
Generate

Click on "Generate”

—Fandom Pool
|
Ertropy Bits: 250/256 )

PWGen version 2,05
2 2002-2010 by Christian Thaing = c.thoeing@web.de>

Homepage: http://pwgen-win.sourceforge.net
Current language: English (default)

Language version: 2.05
Translater: (program author)

This program is distributed under the terms and conditions
of the GMU General Public License (GPL].

If you like it, please let me know!




In the top part of the settings you wike a ick box next tahe wordinclude claracters.Beneath
that is the word length andt the sideof that is a box that can be changed the numbers can be
increased or the numbers can be decreased.

This allows the individual to assign a password length for example in the screen print the number is
20 that means that the password length will be,20at is 20 characters!

i Not 20 letters!
M Not 20 numbers
1 Not 20 special charactets

That will be a combination of 2@haracters that willnumbersand letters

i PWGen. E=nEE X

File Teools Options Help

PWGen 2.05 5 26 3

—Setting
Include Characters [Pazs*words™]

: 20 =
L = B2 characters # 5.9 bitz per character

Character Set: -

<hix<azx<09x><aymbola>
| Include Words [Pass™p <easytoreads
Murber: <Hex>
<hex>
winrd | izt Filer <bhd

As in the screen print abewou can see drop down list next to the word character set, as you can
see this allows you to create a passwaerith varying ways



PWGen 2.05 A& 24

Settingz

¥ | Include Characters [Pass™words™]

. 5 =
Length: ™ 16 characters / 4.0 bits per character

Character Set: “AF»Cazy09y<aymbolasr -

| Accept

Include Words [Pass™phrazes™)

ey

g 5
Humber: > T192 vards 2 1300 B e vreid
Wwiord List File: <defaults -
Combine Waords with Characters | Browse. .. | | Load |

Mumber of Passwords: 100 = | Generate | | Advanced

- _ " -

If you place a tick ithe include words pass phrase, what you have is a combination of both
characters that include numbers letters and special characters as well as the indfigjoass
phrase. A pass phragea word, that combines several letters, that asgd to create an easy to
remember password

Take forexampledMary hada little lamb its fleece was white as sn@kow can thise a password
or passphrasddowthe passphrase workgpu would take theout M in Mary, you takeH out of had,
take the L have to have littléake the Fout of fleece take thaV out ofwhite and S how to snow

What you ardeft with iséM HLFW & | agree it is no help at all, but bear with meNVhatyou are
left with is several lettersNOWYyou decide to use NH Lonly,what youcan do is combine those
three letters, by including numberadditionalletters andspecial characters and for want of a better
word youRe come up with a Passphrase

Now you have the samaurseryrhyme, but as your new passphrase:
Example M4Ry H4D A-L!tI3_L4m13
As youcan see Mary now has a little lamb, but what you havedsaas phraseor password

In thisExampleM4Ry H4D A- L!!tI3_L4m13you have27 characters that include UPPERIdower
case lettersspecial charaers, Numbersjncluding several taps thanade spaces via the space bar.

This passworavould be two things one it would b&omewhatcomplexandtwo it would beeasier
to rememberthan (b8405%6bK55g5a6@3aMvb8f{cOb ), after all Mary had a littléamb wasa
nursery rhymeand if you wated to make anemorablepasswordreminder, it couldbe, favourite
bedtime book, or something to that affect!!Somethingeasy to remembereasy taype, unique,
and has a password reminder that coulddmmpletelyambiguougo anotherperson



By combining numberetters, specialcharactersusing nursery rhymeglaces sites of interesetc,
you can quickly year make unigue passwosedsy passwordgnd you can also make passwords
that are not used over and over.

What | will do now is show a few screenshots of how BRWG
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Now that we have had a look at a basic password generatioii would like to showAtool that
you can use to remember these passwords

Whenyou createa new userccountbe it email, facebookwitter, AmazoneBay it important to
know what password, belongs to vehi account, and do not rely dfirefoxor internet explorer
remembering them for youThey do, BUT, they should not be used as password legger

Whenyou have multiple logieredentiak there are several ways to remember them
Oneof theseis to have dave a photographic memorthe thing that most peoplé&o nothave

write them downin a notebod, orinsidean instruction manuabut, if you lose that book then your
website address your username and your password is easy tq steal

Anotheroption is to save it on your computer as a text thiat is not the most secure a press
especially if several peoplese the same computer or laptop

Soa betteroption would betool that can rerember the usernamegassword, the website
address datesand times for you, thaican also be locked all safely and secyrelyen if multiple
users shares the same laptop or computer. A good tool for this is keepass

Inthe following screen print and section we will lookkaepassthis toolcan renember the
usernamespassword, the website addressdates and times for yoy and you can also set and
create attachments, expiration dates, and evapate notes Best of all it is a free tool that can be
downloaded Keepassis atool that | haveused in the past and dtuseat the time of creating this
articleit is at verson 1.21



asekdb - KeeP.
File Edt View Tools Help

HoH e am| a| @ @ s .

Windows
Netwerk
Ftemet
eMai
Homebarking

Copyright © 2003-2011 Domink Reschl.
KeePass is 051 Certfied Open Source Software,

The program is dstributed under the terms of the GNU General Public Lcense
v2or later,

To add a new entry, right clieinywherein the right hand window

ap
IO I — = =

Title User Name Password
¢, Copy User Name Ctrl+B
S8 Ctrl+C
(=] Open URL(s) Ctrl+U
# Save Attached File To...
¢ Perform Auto-Type Ctrl+V
|eg Add Entry.. CirlsY
Edit/View Entry... Return
Duplicate Entry Ctrl+K
# Delete Entry Ctrl+D
Modify All Selected...
Select All Ctrl+A
1, Eindin Database... Ctrl+F
[& Find in this Group... Cirl+Shift+F
Rearrange »

Click the add entry option



Add Entry

Create a new

User name:

Password: EV7 weyOgXvsoNrhMeFL
Repeat: V7 weyCOgXvsoMrhMaFs

Quaiity: I ucbic

LRL:

[| Expires: [ 28/12/2999 [ 23:59:59 =00 - B
Attachment: |i”§|

7S Tods |[©  concel |

By default the passworis blocked omot visibleby black ats but for this article | have changed

them so that you can see the letters and charactersen a new entry is created a new password

will be generated automatically lseepassyou can change this password if you like but as a general
point they are idealyou can change to the group that this password betotwg, in the example |

have chosen genergroup.

For this example | will creating new passwerdry

V2 Add Entry

Create a ne

Title: Example Entl

User name: username

Password: P@sswird
Repeat: P@sswird

Quality: _

URL: hitt; ffwww . examplewebsite, com

This is my example secure entry

Ere= 28/12{2999 10:00:00 |i|
Attachment: i C:\Users\BaseAcc\Documents\Add to Visual CV.doc @|i|-@

75 Tools v ok |[@ ceneel |




As you carseefrom the screen prinabovel have created an example username password website
the first thing you should notice is the password stginin the first screen it at a different length

and bitcountwhich is the strengtlof the complete passwordhe changes | made as you can see
have reduced the strengtt have put in an example website and even some notes | have also linked

in attachment and certain expiry date by simply clickigt@is will now at the entry two our new
database.

Asyou can see from the screen print ababe example entry is now finished by selecting and right
clicking the sample entry you havdist of optionsyou can makehanges to the entryou can
delete the entryas you can seedm the list.

I would encourage you to go on to the Imbet to do a Google search fdeepass, or passwd
storage tools you can find free and paioimmercial software, but thjis is a free trusted tool that is
kept up to datealternatively click on the link below

http://www.keepass.info

As you will see in the following example diytype a password in to keepass and it is wrong then all
you end up with his or blank keepass document


http://www.keepass.info/

