
Welcome, to this first tutorial of the New Year.  

This article is all about passwords this is a subject that as a trainer I have had many time before.  

People are human and they have trouble remembering multiple passwords, especially when they 

can have so many, some of the common answers that I have had when I ask why they only use one 

or two passwords for all their accounts? 

¶ They have trouble to continually creating new and complex passwords! (After all what do 

you define has long and complex 6, 7, 8 characters letters or numbers, etc)  

¶ They cannot remember some many passwords! After all there is more to do than to 

remember passwords 

¶ It is just too much hassle! 

¶ They have had to keep resetting their accounts as they have forgotten the password!  

¶ They get the wrong passwords with the wrong accounts  

¶ They are worried about locking their account up and locking themselves out  

So they think using the same username and password is quicker and easier. And. For the most part it 

is, but as I have said many times before, it is also easier for someone to steal and use after all most 

people have a facebook, or twitter account, many people shop online so have an eBay or Amazon 

account, that is linked to their bank account, not forgetting that all important email account, control 

the email and they can login as you, read your email any time they like 

So in this article I will show a couple of freely available tools that can both create and store all this 

important information and you only ever need to remember one single password and the free 

software will do everything else for you. TRUST ME IT;s TRUE!!!!!!  

The password combined with a username is a way of proving to an application, website, a login 

screen, or a computer that you are who you claims to be. When logging in too an application such as 

your eBay account you require two separate elements one is your username and one is your 

password. By combining these two elements together you our confirming that you are the correct 

individual to be logging into your account. 

What is a password? 

The password is a combination of upper case letters, lower case letters, numbers, and special 

characters $@£*!, that authenticate that you are the account holder, and that you verify that 

through the use of a username and password.  

A password should be a combination of three of the four characters, but for a password to ba a good 

password it must be both complex and long. The combination of both length and complexity, that is 

not a word found in a dictionary, is not related to family ties, is not a ǇŜǘΩǎ name, and that it is not a 

duplicate of an existing password should be both hard to guess and hard to crack.  

What do I mean hard to guess and hard to crack? 

LetΩs say that I have a password with Nottingham in!!! Then I have used a password that relates to 

where I live, just because you have discovered the password of Nottingham does not mean that it 

would be easy to crack, simply because I could change the variation.  

 



¶ For example I could use both upper and lower case letters. 

¶ I could have inserted special characters,  

¶ It could combine that weΩve place of significance such as Sherwood Forest Nottingham,  

You know some of the password had Nottingham in it, but, is the password just Nottingham or is it 

Nottinghamshire, is it Gedling Nottingham, Gedling Nottinghamshire?. 

The Point I am trying to make is but just because you know the password had Nottingham within it 

ŘƻŜǎƴΩǘ ŀŎǘǳŀƭƭȅ mean that, this is all the password is, it just means that the password was easier for 

me to remember if A password is to be strong must be a both complex and long.  The length of a 

password is just as important if not more so the than the complexity. 

Many people use the same password for all of their online accounts example online banking! for 

logging on to the computer! Facebook! Twitter! And, they may even make a memorable reminder so 

that it help them if they use two or maybe three password variants.  

[ŜǘΩǎ take the example of the Nottingham password again!  

¶ [ŜǘΩǎ say I do all my online banking at work,  

¶ [ŜǘΩǎ say that a co worker wants to know my salary,  

That will be on my online banking account, and ƭŜǘΩǎ say that I made a note or (άpassword reminderέ) 

that my online banking password is άthe cityέ, as my password reminder and ƭŜǘΩǎ say that is on my 

desk in the office. 

NOW, if my nosey co worker found that, they may type, Nottingham, if that failed, they may type 

N0tt1ngham, they may try Nott1ngh4m, do you get the picture. Password reminders can also help 

someone else discover you passwords.  

In this article we will look at several ways to help you create multiple login credentials, that are both 

complex and unique that you can save in a secure a manner, and that you will only ever to need to 

remember one password and technology will do the rest for you. 

The first tool that we will look at in this article is a password generator.  A password generator is 

exactly what it will do, you give it a number, change a tick box here or there, click the generate 

button and you have a unique and complex password.  

The password generator called PWGen 2.05 can be accessed via άS O U R C E F O R G E.  N E Tέ 

website or you can simply Google for password generators. In the following screen print I have 

created a screen print of a tool that I have for several years now that I have found easy to use, and 

easy to access online  

 



 



In the top part of the settings you will see a tick box next to the word include characters. Beneath 

that is the word length and at the side of that is a box that can be changed the numbers can be 

increased or the numbers can be decreased.   

This allows the individual to assign a password length for example in the screen print the number is 

20 that means that the password length will be 20, that is 20 characters!  

¶ Not 20 letters!  

¶ Not 20 numbers!  

¶ Not 20 special characters!  

That will be a combination of 20 characters that will numbers and letters 

 

As in the screen print above you can see a drop down list next to the word character set, as you can 

see this allows you to create a password s in varying ways.  



 

If you place a tick in the include words pass phrase, what you have is a combination of both 

characters that include numbers letters and special characters as well as the inclusion of a pass 

phrase.  A pass phrase is a word, that combines several letters, that are joined to create an easy to 

remember password.  

Take for example άMary had a little lamb its fleece was white as snowέ how can this be a password 

or passphrase. How the passphrase works, you would take the out M in Mary, you take H out of had, 

take the L have to have little, take the F out of fleece take the W out of white and S how to snow. 

What you are left with is άM H L F W Sέ I agree it is no help at all, but bear with me!!! What you are 

left with is several letters; NOW you decide to use M H L only, what you can do is combine those 

three letters, by including numbers additional letters and special characters and for want of a better 

word youΩve come up with a Passphrase  

Now you have the same nursery rhyme, but as your new passphrase: 

Example: M4Ry_ H4D- A- L!!tl3_ L4m13  

As you can see Mary now has a little lamb, but what you have is a άpass phraseέ or password. 

In this Example M4Ry_ H4D- A- L!!tl3_ L4m13 you have 27 characters that include UPPER and lower 

case letters, special characters, Numbers, including several taps that made spaces via the space bar.   

This password would be two things one it would be somewhat complex and two it would be easier 

to remember than (b84o5+5bK55g5a6@3aMvb8f{c0b ), after all Mary had a little lamb was a 

nursery rhyme, and if you wanted to make a memorable password reminder, it could be, favourite 

bed time book, or something to that affect!!   Something easy to remember, easy to type, unique, 

and has a password reminder that could be completely ambiguous to another person. 



By combining numbers, letters, special characters, using nursery rhymes, places sites of interest, etc, 

you can quickly year make unique passwords, easy passwords, and you can also make passwords 

that are not used over and over.   

What I will do now is show a few screenshots of how PWGen. 

   

  

Now that we have had a look at a basic password generation tool I would like to show A tool that 

you can use to remember these passwords.  

When you create a new user account be it email, facebook, twitter , Amazon, eBay, it important to 

know what password, belongs to which account, and do not rely on Firefox or internet explorer 

remembering them for you. They do, BUT, they should not be used as password loggers.  

When you have multiple login credentials there are several ways to remember them  

One of these is to have a have a photographic memory, the thing that most people do not have   

write them down in a notebook, or inside an instruction manual, but, if you lose that book then your 

website address your username and your password is easy to steal,  

Another option is to save it on your computer as a text file that is not the most secure a process, 

especially if several people use the same computer or laptop.  

So a better option would be tool that can remember the usernames, passwords, the website 

address,  dates and times for you, that can also be locked all safely and securely, even if multiple 

users shares the same laptop or computer. A good tool for this is keepass.  

In the following screen print and section we will look at keepass, this tool can remember the 

usernames, passwords, the website address,  dates and times for you, and you can also set and 

create attachments, expiration dates, and even create notes. Best of all it is a free tool that can be 

downloaded. Keepass is a tool that I have used in the past and still use at the time of creating this 

article it is at version 1.21 



 

 

To add a new entry, right click anywhere in the right hand window 

 

Click the add entry option 



 

By default the password is blocked or not visible by black dots but for this article I have changed 

them so that you can see the letters and characters, when a new entry is created a new password 

will be generated automatically by keepass, you can change this password if you like but as a general 

point they are ideal, you can change to the group that this password belongs too, in the example I 

have chosen general group. 

For this example I will creating new password entry  

 



As you can see from the screen print above I have created an example username password website 

the first thing you should notice is the password strength in the first screen it at a different length 

and bit count which is the strength of the complete password, the changes I made as you can see 

have reduced the strength, I have put in an example website and even some notes I have also linked 

in attachment and certain expiry date by simply clicking OK this will now at the entry two our new 

database. 

 

As you can see from the screen print above the example entry is now finished by selecting and right 

clicking the sample entry you have a list of options you can make changes to the entry, you can 

delete the entry, as you can see from the list.  

I would encourage you to go on to the Internet to do a Google search for keepass, or password 

storage tools you can find free and paid commercial software, but thjis is a free trusted tool that is 

kept up to date alternatively click on the link below 

http://www.keepass.info  

As you will see in the following example if you type a password in to keepass and it is wrong then all 

you end up with his or blank keepass document 

 

http://www.keepass.info/

